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What’s New

Mail2000 Social Engineering Scanner (2 = #§ # SES) &_% F® &%+ Mail2000 V4.0 12 *
Sl L e 'rm‘% RAARE rHFIE T 24 Mail2000 m;:v 1 & ﬁérs E I A

ZrfFd o HEHIIF DA ERDNE T DA A uP\ i@ % - fhgp B 20
S i&a(&mé’*‘ﬁml PRMEX 2T @E%wﬁé‘fi&a)’ 4 'frvl‘fﬁ%mﬁ
’fﬁ,@)i PhEt e R eni F R AL AR hR o TR RS 2 AP enER it 2 AR
1 e
FRET @R SES1 & 5 7T hwk iy
@ BT ANMMETIE >FHR

(F B2kl ﬁﬁcz\«—%’,ﬂs?ngt)
B 4 Mail2000 % see 2 3045 % > #-7 Bt kA b E\;ﬁ KR SN
Pl Bz~ ’}5 :h?’é%—’!? >R fagx ﬁ‘ﬁ%‘,f?fﬁﬁ’ (g BT H ) e

o o [ ATHAE 9TF RB AR RIK T (442 vA5SP2 11 b 1 Mail2000 4 )
(?##ﬁ%~%ﬁﬁ*ﬁﬂ $ﬂ@wg@, )

B @b BRI 6 BEA

BRI 9 B F A 2 fFFA
® - PENEAER TR RME, RAEfoR AT F TR RE, KT
(FEHFER? Fo- BEGER > {ZHE887421 250F)

P
B BAXTL > R*ERR > EFFRRT > BPIRETRLL TR
B ORAREL > RTER > EEFHALRT > AEF LR 47 JavaScript

® TH K w AP
(FETRT PP eh T pHEF ) LHBLBFHE EP)

N

WA pREFRE LB log (/webmail/log/account.log)
B CRHEFAE A TEF T RE (WL 42 vA5SP3 12 F 5 Mail2000 5% +)
. b

W2 AREY FPAGHTNT 64~ THF T A (044 v455P3 1
1 Mail2000 %% %)

openﬁnd- Saftware Enginesred for Growth™




Openfind™

Mail2000 =74 %

System Requirement

B L3R A
~ AR FiEE Y 51 Mail2000 VAO & Mail2000 VA5 11 b i i » 54 H 6 5
ki * Z R s Openfind st B oo

S JRotag
AR IS & % Mail2000 i st p d( 33k 5 /webmail ) Partition» /233 » 5 50MB
PR =oAL

W OEE kA
FreeBSD 5.x ~ FreeBSD 6.x
€ m2kV45ss MLP_FreeBSD.090806.tgz
€ m2kV45ms_MLP_FreeBSD.090806.tgz
Red Hat Enterprise AS/ES/WS5 ~ CentOS 5
€ m2kV45ss MLP_Linux.090806.tgz
€ m2kV45ms_MLP_Linux.090806.tgz
Solaris 8 ~ 9 ~ 10 for Sparc
€ m2kV45ss_ MLP_Solaris.090806.tgz
€ m2kV45ms_MLP_Solaris.090806.tgz
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New Graphic Interface
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Installation

T % %7 Mail2000 Multi Domain Single Server %% # > Linux & stz lzep » H s
%ﬁﬁww%irﬁﬁﬁﬁ%%P’ﬂ%wﬁﬁko
A B~ d Openfind #r4t -4k % 1 f2 4 1 & (SES, Social Engineering
Scanner ) % % 2 % m2kpatch_ses.101111.tgz
% EPF o ¥ SES e tgz #hAF W I /home/webmail/ P &rv’ v RH Bt % teh

B v &.LL 12 [home/webmail P 455 # 6] > 4F Tl = & 18 F /3R tgz A% 0 owner
Z group 1'% & webmail - * tardp 4 jERF {5 0 B GTE KRS o
(1) *r 4 3] webmail & 55 :

# su webmail
(2) Fzin owner % group ‘¥ = webmail :

# cd /nhome/webmail

#Is -1 ./m2kpatch_ses.101111.tgz

-rw-r--r-- 1 webmail webmail 6264322 11?7?12 16:28 ./m2kpatch_ses.101111.tgz

ONCLE EI

# Ibin/tar vxzpf m2kpatch_ses.101111.tgz
(4) 78 1 RGP Ho R imL K

# cd /home/webmail/m2kpatch_ses

# ./ses_scanner_main.pl

(5) BIagL T4 AR5 -

Mail2000 Social Engineering Scanner v1.1
Copyright (C) Openfind Information Technology INC.

Installed system version: m2kv45 linux build6296173950

In order to increase system security, this process will scan and remove useless files in the
system.

Please confirm the following questions before starting this process:

Do you want to backup these useless files before removing them? (Y/n)
FRERE S AT FRE DL R % 2 (YN)

Do you want to keep the scan log? (Y/n)

R EET R R ETF esAn 7 (Y)
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Do you want to change the system default security value as below?
FRATERR AP RERL 2 T T 2R TERE?

1) Minimum Password Length: 6 characters (only V45SP2+) (Y/n)
b ER 6 BF A (F 5 v45SP2 12 ) (Y/n)

2) Password Rule: English Characters and Digital Characters (only V45SP2+) (Y/n)
BBt Er 3 A 2 EFF A (F 5 v45SP2 12 b)) (Y/n)

3) Set "Display mail list after delete™ as default value in "Preferences > Configuration >
Advanced Settings”. (Y/n)
BPARXREISRYREBO>ENFHARETY PG EY » FRIEY G AL (YN)

4) Set "Remove JavaScript while reading mail" as default value in "Preferences >
Configuration > Advanced Settings" (Y/n)
KBBAXRI>R*PRE>EFH AR H TR > TR f
JavaScript (Y/n)

Do you want to set "Display mail list after delete™ for all system users in "Preferences >
Configuration” ? (Y/n)

Gl »x@iﬁ&ﬁlp DRIR T H AR ISR TG TR EY KT FE

w 2254 2 (Y/n)

Do you want to enable the setting of "Remove JavaScript while reading mail™ for all system
users in "Preferences > Configuration™ ? (Y/n)

FREAFRMRG 2 hART F o BARORY AR DTHBRERL NI
Java Script | 78 p gx* 9 (Y/n)

Do you want to add a "forward list" info on the page of "Mailbox info" ? (Y/n)
FREELFLAH TEET N, FERTAE 6 ?2(YN)

* Backup useless files before remove: yes
* Keep scan log: yes

* Modify system default value: "Minimum Password Length": yes

* Modify system default value: "Password Rule :English Characters and Digital
Characters™: yes

* Modify system default value: "Display mail list after delete™: yes
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* Modify system default value: "Remove JavaScript while reading mail": yes

* Modify user setting: "Display after delete™: yes
* Modify user setting: "Remove JavaScript while reading mail™: yes

* Do you want to add a "forward list" info on "Mailbox info" page of all system users ?yes

Are you sure to start the process and remove these useless files permanently? (y/n)

NG AT AR A TS DAL R LSRR Y

[INFO] Mail2000 System V4.5 detected: m2kv45 linux build6296173950

[INFO] [SES_SCANNERY]: scanner: scanner/m2k_ses_scanner_linux

[INFO] [SES_SCANNERY]: output to /webmail/backup/ses_scanner/ses_scanner_log.101114 1316.log
[INFO] [SES_SCANNERY]: backup files to /webmail/backup/ses_scanner/backup.101114 1316

[INFO] [PASSWD_POLICY]: TODO> minlen: 1

[INFO] [PASSWD_POLICY]: TODO> charset:; 1

[INFO] [PASSWD_POLICY]: checking /webmail/etc/passwd_policy.conf

[INFO] [PASSWD_POLICY]: ==> modify min_len: 4 => 6.

[INFO] [PASSWD_POLICY]: ==> modify char_set_alpha: 0 =>1

[INFO] [PASSWD_POLICY]: ==> modify char_set_number: 0 =>1

[INFO] [PASSWD_POLICYT]: /webmail/usr/C/pm.oec.openfind.com.tw/passwd_policy.conf does not
exist.

[INFO] [UPDATE_DEF_PREF]: TODO> delback: 1

[INFO] [UPDATE_DEF_PREF]: TODO> rmjs: 1

[INFO] [UPDATE_DEF_PREF]: rmjs: 1 =>1

[INFO] [UPDATE_DEF_PREF]: delback: 0 =>1

[INFO] [UPDATE_DEF_PREF]: reload ini shared memory.

[INFO] [UPDATE_USER_PREF]: TODO> change_delback: 1

[INFO] [UPDATE_USER_PREF]: TODO> change_rmijs: 1

[INFO] [UPDATE_USER_PREF]: SUB: process:
/webmail/usr/C/pm.oec.openfind.com.tw/0/4B/user04

[INFO] [UPDATE_USER_PREF]: SUB: --> DelBack: 0 => 1

[INFO] [UPDATE_USER_PREF]: SUB: process:
/webmail/usr/C/pm.oec.openfind.com.tw/2/C5/user01

[INFO] [UPDATE_USER_PREF]: SUB: --> DelBack: 0 => 1

[INFO] [UPDATE_USER_PREF]: SUB: process: /webmail/usr/C/pm.oec.openfind.com.tw/3/47/user02
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[INFO] [UPDATE_USER_PREF]: SUB: --> DelBack: 0 => 1

[INFO] [UPDATE_USER_PREF]: SUB: process:
/webmail/usr/C/pm.oec.openfind.com.tw/3/C9/user03

[INFO] [UPDATE_USER_PREF]: SUB: --> DelBack: 0 => 1

[INFO] [UPDATE_USER_PREF]: SUB: process:
/webmail/usr/C/pm.oec.openfind.com.tw/7/14/icy_jan

[INFO] [UPDATE_USER_PREF]: SUB: --> DelBack: 0 => 1

[INFO] [UPDATE_USER_PREF]: SUB: process:
/webmail/usr/C/pm.oec.openfind.com.tw/C/B2/kappa

[INFO] [UPDATE_USER_PREF]: SUB: --> DelBack: 0 => 1

[INFO] [UPDATE_USER_PREF]: SUB: process:
/webmail/usr/C/pm.oec.openfind.com.tw/E/19/kappa-lin

[INFO] [UPDATE_USER_PREF]: SUB: --> DelBack: 0 => 1

[INFQO] [UPDATE_USER_PREF]: SUB: process:
/webmail/usr/C/pm.oec.openfind.com.tw/F/D0/admin

[INFO] [UPDATE_USER_PREF]: SUB: --> DelBack: 0 => 1

[INFQO] [PATCH] apply patch for Mail2000 V4.5

[INFO] [CHECK _SP3]: current=1248278400, v45sp3=1217260800, ret=1

[INFQO] [PATCH] system type: m2kv45sp3+

[INFQO] [PATCH] apply patch for Mail2000 V4.5

[INFO] [PATCH] apply patch:
/home/webmail/m2kpatch_ses/patch_v45sp3/m2kpatchV45ms_Linux.101108.tgz

[INFQO] [PATCH] extract into tmp-dir: /home/webmail/m2kpatch_ses/extra_patch_v45.tmp.13448
[INFQ] [PATCH] extract> m2kpatchV45ms_Linux/

[INFQO] [PATCH] extract> m2kpatchVV45ms_Linux/httpd/

[INFO] [PATCH] extract> m2kpatchV45ms_Linux/etc/

[INFQ] [PATCH] extract> m2kpatchVV45ms_Linux/template/

[INFQO] [PATCH] extract> m2kpatchVV45ms_Linux/message/

[INFQ] [PATCH] extract> m2kpatchVV45ms_Linux/m2kpatch.pl

[INFQO] [PATCH] extract> m2kpatchV45ms_Linux/do_backup.pl

[INFQO] [PATCH] extract> m2kpatchVV45ms_Linux/check_daemons.pl

[INFQO] [PATCH] extract> m2kpatchVV45ms_Linux/merge_conf.pl

[INFQO] [PATCH] extract> m2kpatchVV45ms_Linux/oml_var.tmpl

[INFQ] [PATCH] extract> m2kpatchV45ms_Linux/m2kpkg.Ist

[INFO] [PATCH] extract> m2kpatchVV45ms_Linux/patch_backup.lst
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[INFQO] [PATCH] extract> m2kpatchVV45ms_Linux/message/s_cht/

[INFQO] [PATCH] extract> m2kpatchVV45ms_Linux/message/s_cht/portal_addpanel.msg
[INFQO] [PATCH] extract> m2kpatchVV45ms_Linux/message/s_cht/portal_panel.msg
[INFQO] [PATCH] extract> m2kpatchVV45ms_Linux/message/s_cht/portal_forward_xml.msg
[INFQO] [PATCH] extract> m2kpatchVV45ms_Linux/template/standard/

[INFQO] [PATCH] extract> m2kpatchVV45ms_Linux/template/simple/

[INFQO] [PATCH] extract> m2kpatchVV45ms_Linux/template/simple/portal_panel.tpl
[INFQO] [PATCH] extract> m2kpatchV45ms_Linux/template/simple/portal _addpanel.tpl
[INFQO] [PATCH] extract> m2kpatchVV45ms_Linux/template/simple/portal_forward_xml.tpl
[INFQO] [PATCH] extract> m2kpatchVV45ms_Linux/template/simple/default.oml
[INFQO] [PATCH] extract> m2kpatchVV45ms_Linux/template/standard/portal.tpl

[INFQO] [PATCH] extract> m2kpatchVV45ms_Linux/template/standard/portal_forward_xml.tpl
[INFQ] [PATCH] extract> m2kpatchV45ms_Linux/template/standard/default.oml
[INFQO] [PATCH] extract> m2kpatchVV45ms_Linux/etc/def _portal

[INFQO] [PATCH] extract> m2kpatchVV45ms_Linux/httpd/cgi-bin/

[INFQO] [PATCH] extract> m2kpatchVV45ms_Linux/httpd/data/

[INFQO] [PATCH] extract> m2kpatchVV45ms_Linux/httpd/data/j45/

[INFO] [PATCH] extract> m2kpatchVV45ms_Linux/httpd/data/chs/

[INFQO] [PATCH] extract> m2kpatchVV45ms_Linux/httpd/data/cht/

[INFQ] [PATCH] extract> m2kpatchVV45ms_Linux/httpd/data/en/

[INFQO] [PATCH] extract> m2kpatchVV45ms_Linux/httpd/data/en/portal.xml

[INFQ] [PATCH] extract> m2kpatchVV45ms_Linux/httpd/data/en/j45/

[INFO] [PATCH] extract> m2kpatchV45ms_Linux/httpd/data/en/j45/msgtw.js

[INFQO] [PATCH] extract> m2kpatchVV45ms_Linux/httpd/data/en/j45/submenu.js
[INFQO] [PATCH] extract> m2kpatchVV45ms_Linux/httpd/data/cht/portal.xml

[INFQ] [PATCH] extract> m2kpatchVV45ms_Linux/httpd/data/cht/j45/

[INFQO] [PATCH] extract> m2kpatchVV45ms_Linux/httpd/data/cht/j45/msgtw.js

[INFQO] [PATCH] extract> m2kpatchVV45ms_Linux/httpd/data/cht/j45/submenu.js
[INFQ] [PATCH] extract> m2kpatchVV45ms_Linux/httpd/data/chs/portal.xml

[INFQO] [PATCH] extract> m2kpatchVV45ms_Linux/httpd/data/chs/j45/

[INFQO] [PATCH] extract> m2kpatchVV45ms_Linux/httpd/data/chs/j45/msgtw.js

[INFQ] [PATCH] extract> m2kpatchVV45ms_Linux/httpd/data/chs/j45/submenu.js
[INFQO] [PATCH] extract> m2kpatchVV45ms_Linux/httpd/data/j45/PortalModule.js
[INFQO] [PATCH] extract> m2kpatchV45ms_Linux/httpd/cgi-bin/auto_forward

[INFO] [PATCH] extract> m2kpatchV45ms_Linux/httpd/cgi-bin/portal
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[INFQO] [PATCH] extract> m2kpatchVV45ms_Linux/httpd/cgi-bin/portal_modules
[INFQO] [PATCH] extract> m2kpatchVV45ms_Linux/httpd/cgi-bin/naportal
[INFQ] [PATCH] patch tarball extracted.

[INFO] [PATCH] patch installer processed.

[INFQO] [PATCH] inst> Mail2000 patch program v1.2

[INFQO] [PATCH] inst> Checking Permissions...done.

[INFQO] [PATCH] inst> Checking User/Group...done.

[INFQ] [PATCH] inst> Checking patch info file...done.

[INFO] [PATCH] inst> =

[INFQO] [PATCH] inst> Patch for Mail2000 v4.5 (1011080954)

[INFO] [PATCH] inst> =

[INFQO] [PATCH] inst> Making backup...

[INFQO] [PATCH] inst> backup dir: /webmail/backup

[INFQO] [PATCH] inst> backup file: /webmail/backup/m2kpatchV45_1011080954.bak.tar.gz (17 files)
[INFQO] [PATCH] inst> updating config files...

[INFO] [PATCH] inst> Copying files...

[INFQO] [PATCH] inst> =

[INFQO] [PATCH] inst> patch successful.

[INFQO] [PATCH] inst> =

[INFQ] [PATCH] patch installed.

[INFQ] [PATCH] clean-up: /home/webmail/m2kpatch_ses/extra_patch_v45.tmp.13448
[INFO] [CHECK _SP3]: current=1248278400, v45sp3=1217260800, ret=1
[INFO] [UPDATE_USER_PORTAL]: TODO> change_portal: 1

[INFQO] [UPDATE_USER_PORTAL]: SUB: process:
/webmail/usr/C/pm.oec.openfind.com.tw/0/4B/user04: no portal config-file, skipped.

[INFQO] [UPDATE_USER_PORTAL]: SUB: process:
/webmail/usr/C/pm.oec.openfind.com.tw/2/C5/user01: no portal config-file, skipped.

[INFQO] [UPDATE_USER_PORTAL]: SUB: process:
/webmail/usr/C/pm.oec.openfind.com.tw/3/47/user02: no portal config-file, skipped.

[INFQO] [UPDATE_USER_PORTAL]: SUB: process:
/webmail/usr/C/pm.oec.openfind.com.tw/3/C9/user03: no portal config-file, skipped.

[INFQO] [UPDATE_USER_PORTAL]: SUB: process:
/webmail/usr/C/pm.oec.openfind.com.tw/7/14/icy_jan

[INFQO] [UPDATE_USER_PORTAL]: SUB: process:

/webmail/usr/C/pm.oec.openfind.com.tw/C/B2/kappa: no portal config-file, skipped.

-
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[INFQO] [UPDATE_USER_PORTAL]: SUB: process:
/webmail/usr/C/pm.oec.openfind.com.tw/E/19/kappa-lin: no portal config-file, skipped.
[INFO] [UPDATE_USER_PORTAL]: SUB: process:

/webmail/usr/C/pm.oec.openfind.com.tw/F/D0/admin
[INFQO] [JS_VER] change js_ver in oml_var.
[INFO] [JS_VERY]: change js_ver from 090901 to 101114

Scan completed, scan logs and backup files were located in /webmail/backup/ses_scanner.

B AFR LG AR A P &5 /webmail/backup/ses_scanner/ > #1 M'*,!rt ) &
fRRRISSHER WY FIEFRRAPF R TEREFRR
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Patch File List

B A1 B¢ AT Mail2000 i s > T ek etk o F G R Y avk s G R
o S F R LEREALR 0 639 Openfind g ptis 4 R Fese L 4k & o

® Mail2000 v40 :
cgi-bin/auto_forward

® Mail2000 v45 :
cgi-bin/auto_forward

® Mail2000 v45SP3 :
httpd/cgi-bin/auto_forward
etc/def portal
httpd/cgi-bin/portal
httpd/cgi-bin/portal_modules
httpd/cgi-bin/naportal
httpd/data/j45/PortalModule.js
httpd/data/chs/portal.xml
httpd/data/cht/portal.xml
httpd/data/en/portal.xml
httpd/data/chs/j45/msgtw.js
httpd/data/chs/j45/submenu.js
httpd/data/cht/j45/msgtw.js
httpd/data/cht/j45/submenu.js
httpd/data/en/j45/msgtw.js
httpd/data/en/j45/submenu.js
template/standard/portal.tpl
template/standard/portal _forward_xml.tpl
template/simple/portal_panel.tpl
template/simple/portal_addpanel.tpl
template/simple/portal_forward_xml.tpl
message/s_cht/portal_addpanel.msg
message/s_cht/portal_panel.msg
message/s_cht/portal_forward_xml.msg
template/standard/default.oml
template/simple/default.oml
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