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x='() { ;;}; echo vulnerable' bash -c "echo this is a test"
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Vulnerable

this is a test
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bash: warning: x: ignoring function definition attempt

bash: error importing function definition for "x'

this is a test
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env X='() { (shellshocker.net)=>\' bash -c "echo date"; cat echo ; rm -f echo
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A |

bash: X: line 1: syntax error near unexpected token =
bash: X: line 1: ™
bash: error importing function definition for “X'
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yum update bash
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bash: warning: x: ignoring function definition attempt
bash: error importing function definition for “x'

this is a test
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[root@mbtrial yum.repos.d]# cat /etc/issue

CentOS release 5.10 (Final)

Kernel \r on an \m

[root@mbtrial yum.repos.d]# uname —a
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Linux mbtrial.openfind.com.tw 2.6.18-371.6.1.el5 #1 SMP Wed Mar 12
20:08:05 EDT 2014 i686 i686 i386 GNU/Linux
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CentOS 5

i386 | http://ftp.twaren.net/Linux/Cent0S/5.10/updates/i386/RPMS/bash-3.2-33.el5 10.4.i386.rpm

x64 | http://ftp.twaren.net/Linux/Cent0S/5.10/updates/x86 64/RPMS/bash-3.2-33.el5 10.4.x86 64.rpm

CentOS 6

i386 | http://ftp.twaren.net/Linux/Cent0S/6.5/updates/i386/Packages/bash-4.1.2-15.el6 5.2.i686.rpm

Xx64 | http://ftp.twaren.net/Linux/Cent0S/6.5/updates/x86 64/Packages/bash-4.1.2-15.el6 5.2.x86 64.rpm

3. {#(F#* root AL )

su root

chmod +x xxx.rpm

rpm -Uvh xxx.rpm



http://ftp.twaren.net/Linux/CentOS/5.10/updates/i386/RPMS/bash-3.2-33.el5_10.4.i386.rpm
http://ftp.twaren.net/Linux/CentOS/5.10/updates/x86_64/RPMS/bash-3.2-33.el5_10.4.x86_64.rpm
http://ftp.twaren.net/Linux/CentOS/6.5/updates/i386/Packages/bash-4.1.2-15.el6_5.2.i686.rpm
http://ftp.twaren.net/Linux/CentOS/6.5/updates/x86_64/Packages/bash-4.1.2-15.el6_5.2.x86_64.rpm
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